AXYMOS PRIVACY NOTICE (v1.0)
Effective date: 2025-12-14

Controller
Axymos Systems Ltd (company no. 16718579)
Registered office: 71–75 Shelton Street, Covent Garden, London, United Kingdom, WC2H 9JQ
Privacy contact: privacy@axymos.com

This Privacy Notice explains how we collect and use personal data when you use our websites, apps, and APIs (the “Service”).

1) Personal data we process
We process:
- Email address (stored off-chain)
- Network identifier(s) such as party ID (stored off-chain)
- Security and operational logs (may include IP address, timestamps, device/browser info, error logs)
- Support communications (if you contact us)

Important: we maintain an off-chain mapping between email address and party ID to operate access control and administration.

2) How we collect data
- Directly from you (e.g., when you sign in, contact us)
- Automatically from your device/browser when you use the Service (e.g., logs)
- From authentication providers you choose to use (e.g., if you sign in via Google, we receive your email address from the provider)

3) What we use data for
- Providing the Service (authentication, access control, admin functions, and support)
- Security (preventing abuse, monitoring, incident investigation)
- Reliability and maintenance (debugging, performance, error handling)

4) Legal bases (UK GDPR / GDPR)
We rely on:
- Contract: to provide the Service you request
- Legitimate interests: to secure and operate the Service (we minimise data and restrict access)

5) Where your data is stored
Primary hosting: AWS eu-west-2 (London), including DynamoDB for the email ↔ party ID mapping.
Some service providers involved in authentication or communications may process data outside the UK/EEA (see “International transfers”).

6) Sharing and disclosures
We share personal data with service providers who help us run the Service, such as:
- Cloud/infrastructure hosting providers (e.g., AWS)
- Authentication providers (e.g., Google OAuth), if you choose to use them
- Email/support tooling providers (if used)

We may also disclose information where required by law, or to protect rights, safety, and security.

7) International transfers
If personal data is transferred outside the UK/EEA, we use appropriate safeguards required by applicable law (for example, contractual protections), and we take steps to ensure an appropriate level of protection.

8) Retention
We keep personal data only as long as necessary for the purposes above.

Suggested minimum (edit to match reality):
- Email ↔ party ID mapping: while the account is active; deleted from active systems within 30 days of account deletion/request
- Security logs: 30–90 days
- Support communications: 12 months after last contact

If we maintain backups, deleted data may persist in backups for a limited period until overwritten.

Network/ledger records: if you create records on a network/ledger, those records may persist independently of Axymos.

9) Your rights
Depending on your location, you may have rights to request access, correction, deletion, restriction, objection, and portability.
To make a request, email privacy@axymos.com. We may ask you to verify your identity before responding.

10) Complaints
UK users can complain to the Information Commissioner’s Office (ICO).
EEA users can complain to their local supervisory authority.

11) Changes
We may update this notice from time to time. We will post the latest version with a new effective date.
